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Agenda

● Cobalt Strike
● Linux Malware Threat Landscape
● Vermilion Strike

○ Background
○ Technical analysis

● Discussion
● Wrap Up



What is Cobalt Strike?

https://www.cobaltstrike.com/



Cobalt Strike Components

● Beacon
○ Stager
○ Backdoor

● Loader
● Team Server
● Client



Popular (ﾉ◕ヮ◕)ﾉ*
● Great features
● Hard to detect
● Easy to configure
● Generate plethora of payloads
● Command and control handled
● Hard to attribute



Cobalt Strike - Users

AdversariesRed teams



Cobalt Strike



Cobalt Strike in the News



Cobalt Strike & Linux



Linux Market Share

2%
Desktop

90%
Cloud



Linux Malware Threat Landscape

Backdoors Coin Miners

RansomwareBotnets



Nation State Targets Linux Systems



Rise of the Vermilion



Vermilion Strike - Background

1. ELF sample shares strings with Cobalt Strike

2. Previously unseen code

3. Network related capabilities



Vermilion Strike

X11 - graphical environment for most Unix or Unix-like systems

GTK - widget libraries, which provide higher level abstraction above the X11 libraries 



Vermilion Strike



Vermilion Strike - Technical Analysis



Flow Chart



Configuration

● Simple XOR Cipher
● 0x69
● Can use standard tools for Cobalt 

Strike on this configuration too
● Windows artifacts still exist in Linux 

version



Fingerprinting
● Process ID
● Kernel Version
● Network
● User



Command & Control
● DNS & HTTP
● Primarily DNS
● Commands received over Address (A) and Text (TXT) records



Commands



Windows Version
● Pivot through C2 address
● Sample was a stager using 

PowerShell
● DLL was fetched and executed 

in memory
● This DLL was from 2019!
● Functionality is largely the same



Vermilion Strike In the Wild

*Based on McAfee Enterprise ATR

IT companies
Government agencies

Telecom companiesFinancial institutions

Advisory companies



Attribution

Backdoor Written from scratch Multi-platform Found in live attacks



Why Linux Malware Fly Under the Radar? 



Detection & Response
● Vermillion Strike for Windows needs to be detected in memory
● One can detect via the stager too
● Linux version can be detected on disk
● Some Cobalt Strike detection methods can be used to detect 

Vermilion Strike
● Can be detected via network



Predictions
● Cobalt Strike will remain a big issue for Windows
● Vermilion Strike has an unsure future
● Cross platform malware will continue



Thank You!

https://www.intezer.com/blog/malware-
analysis/vermilionstrike-reimplementation-

cobaltstrike/
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